North Eastern Regional Power Committee

Agenda
For

20" NETeST Sub-Committee Meeting

Time of meeting : 10:30 Hrs.
Date of meeting : 20th April, 2021 (Tuesday)
Venue : “NERPC”, Shillong.

| A. CONFIRMATION OF MINUTES

CONFIRMATION OF MINUTES OF 19t NETeST Meeting held on 20.01.2021.

The minutes of 19th NETeST Meeting held on 20t January, 2021 at Guwahati were
circulated by NERPC vide letter No. NERPC/SE(O)/TeST/2020/4325-4362 dated 10th
February, 2020.

The Sub-committee may confirm the minutes of 19t NETeST meeting of NERPC as
no comments/observations were received from the constituents.

| ITEMS FOR DISCUSSION |

A.1 Status of FO works under different projects:

Latest status of various FO Project in NER:

Project No. of Links/Nodes Status
ULDC Upgradation 17 All nodes completed.
MW Vacation 12 All links completed.
Central Sector 16 12 Completed. 4 Pending.
NER FO | Manipur 11 10 Completed. 1 Pending
Expansion .
Meghalaya 4 3 Completed. 1 Pending
Mizoram 1 1 Pending.
Nagaland 3 2 Completed. 1 Pending
Tripura 12 10 Completed. 2 Pending
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The status of NER FO Expansion project as given in 19t NETeST meeting:

States Current Status Comments/ Issues

400kV Bongaigaon
(PG) - 220kV Salakati -

220kV BTPS
400kV Mirza (Azara) — o )
Central Byrnihat Target completl‘on is March/April 2021. Work
Sector started along Silchar-Palatana.
400kV Silchar -
Palatana

132kV Pare — Chimpu

132kV Imphal (State) | The line is under diversion by MSPCL. MSPCL
. — Karong will submit the tentative target of completion of
Manipur diversion work by 29th January, 2021 to NERPC
with a copy to NERLDC.

Aizawl — Zemabawk I | Stringing work is under progress.
Mizoram Target: March 2021.

TCIL to start work soon. All necessary diversion
132kV Nehu - | of traffic may be taken care of while shutdown of

Meghalaya .
Neigreims the link. Target: March 2021.

Target: March 2021. (OPGW)
132kV Doyang- Sanis | In addition, DoP, Nagaland has issued PO for
Nagaland | Target: Feb/March | PLCC installation to ABB.

2021.
132kV Rokhia - | Construction of Transmission Line and
Surjamani Nagar associated OPGW is still under progress.

Tripura 132kV Surjamani | Tentative target for completion given by TSECL
Nagar - Monarchak |is March 2021.
(NEEPCO)

Members may please discuss.

A.2 Status and details of Fiber Optic projects approved in 17th TCC/RPC meeting:

Status as per 19t NETeST meeting

a) Additional Communication Scheme: Approximate target completion/Closing date
is Dec2021 as projected keeping in view various insurmountable constraints.
Stringing has started in Balipara-Kameng line.

b) Reliable Communication Scheme: NERTS informed the forum that first tender got
cancelled due to no participation in bidding process by any vendor; hence, the
Corporate Centre of POWERGRID will do re-tendering for the project.

NERTS may please intimate the status.




A.3 Status of RTUs reporting in NER:
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The latest status is as follows:

Central No. of | RTUs Reporting RTUs not | Comments/ Non

Sector RTUs No. % Reporting | reporting RTUs

NEEPCO 8 8 100% 0

NHPC 1 1 10% 0

NTPC 1 1 100% 0

OTPC 1 1 100% 0

PGCIL 23 21 91.3% 2 Tezu, Namsai

KMTL 1 1 100% 0

State

Sector

Arunachal .. .
Along, Daporijo, Deomali,

(o)

Pradesh 9 3 33.3% 6 Khupi, Lekhi, Pasighat

Assam 70 46 65.7% 24

Manipur 12 12 100% 0

Mizoram o Lungmual, Sihhmui,

5 ! 20% 4 Zuangtui, Kolasib

Ampati, Cherapunjee,

Meghalaya 26 20 76.9% 6 Lumshnong,
Nongston,Umiam 3 & 4
Ganesh Nagar, Lhep,
Meluri, Mon, Nagnimora

Nagaland 17 7 41.2% 10 Power house, Singrijan
Tizit, Tuensang,
Zuheneboto
Belonia, Boxanagar,
Dhalabill, Gamaitila,

Tripura 25 14 56% 11 Gournagar, Gumt1,
Kamalpur, Ompi,
Rabindranagar,
Sabroom, Satchand.

Members may please discuss.
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A.4 Status of implementation of U-NMS in NER:

U-NMS was approved in NER. U-NMS being a regulatory requirement. Its
implementation needs to be expedited and utilities needs to co-ordinate for its smooth
implementation.

NERTS may please intimate the latest status.

A.5 Status of URTDSM

The status on various issues related to URTDSM and other PMU related matters needs
to be updated to the forum as listed below:

NERTS :

Installation of pending analytical application: NERTS informed the forum that IIT
Bombay is working on the application and will deploy a prototype of it either in WRLDC
or NLDC within two (02) months for monitoring and observations on its functionality;
after which its further deployment in rest of associated LDCs will be done.

NERTS may please intimate the latest status.

A.6 Automatic Generation Control (AGC) in Indian Grid:

NERLDC informed the forum that as per the CERC order on AGC, all the ISTS stations
need to get connected with NLDC for receiving AGC signals. The status is as follows:

Sl. No. Station Name Status as in 19th NETeST
1. BgTPP For Unit #2 C&I works along with wiring to be done.
By Nov’20. NTPC representative absent
2. AGBPP The forum requested NEEPCO to explore possibility

of AGC implementation for BHEL/GE units and
submit detailed plan to the forum.

3. Loktak Material has been received on site and associated
Installation and commissioning activities will begin
by February, 2021.

All Constituents may please intimate the status.

A.7 Status of RGMO to the Load Dispatch Centers:

The status is as follows:

Station Name RGMO Status FGMO Status
Khandong (2 units) | Target date: March, 2021 Target date: March, 2021

2. | Kopili Extension (1 | Target date: March, 2021 Target date: March, 2021
unit)
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3. Ranganadi (3 Target date: NEEPCO will | Target date: NEEPCO will
units) submit the target dates to | submit the target dates to
R NERPC with a copy to NERPC with a copy to
4 AGBPP (9 units) NERLDC for information NERLDC for information
AGTCCPP (6 units) purposes. purposes.
OTPC (4 units) Target date: May, 2021. Target date: May, 2021.
BgTPP (3 units) NTPC may update the NTPC may update the
status. status.

The NERLDC will share Input-Output (I/0O) list related to RGMO and FGMO points to all
power as and when the utilities are ready to provide the status.

Members may please discuss.

A.8 Status of FSC in stations of NER:

NERLDC mentioned that the real-time ON-OFF status of FSCs in Balipara station is
required for grid operation purposes.

In the 19th NETeST meeting, NERTS informed that the matter is still under discussion

with M/s Siemens and M/s GE T&D India Limited for tendering process which may take
another two (02) months. The target dates will be shared once the vendor is finalized.

NERTS may please intimate the status.

| B. NEW ITEMS |

B.1 Upgradation Activities of SCADA-EMS systems at Regional/State level in North
Eastern Region:

The management of POSOCO has decided to provide consultancy at no-cost for the
SLDCs to plan and execute the upgradation of SCADA/EMS systems which needs to be
done in 2024 as per the expiry of seven (07) years life-cycle (as per CERC guidelines) of
existing Software/Hardware systems at respective Control Centres.

The Corporate Engineering department has prepared a Memorandum of Understanding
with detailed responsibility matrix and the same is attached as Annexure-B.1 (along
with relevant communications) for kind information and consideration by the SLDCs.

The draft MoU and agreement were shared and explained to 19th NERPC forum.

Members may please discuss.
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B.2 Upgradation and Strengthening of PLCC System by NER States:

In 19th NETeST meeting Director, NERPC requested states to update the progress on
strengthening of PLCC systems. The summary of discussion is mentioned below:

SN States Status as per 19t NETeST meeting

Digital PLCC project under PSDF completed. Voice integration of
1. Meghalaya | generating stations is pending, which will be taken by Meghalaya
in coming days.

Tripura will submit the proposed scheme of PLCC by 29th
2. Tripura | January 2021 to NERPC via email or letter which will be discussed
further in coming NETeST forum.

Approval for PLCC strengthening proposal is pending with higher
3. Manipur | authorities of MSPCL. Manipur will submit latest status of PLCC
by 29th January 2021 to NERPC.

Nagaland informed the forum that PLCC at proposed station is
already installed. But ABB is not visiting the state even after
continuous persuasion of DoP, Nagaland. NERPC and NERTS
decided to extend help to bring ABB to the state for early
completion of the PLCC links.

Forum requested Nagaland to submit the DPR of reliable
communication scheme so that same can be studied and

4. Nagaland e
necessary modification can be suggested to DoP, Nagaland.

NERPC also informed that since DoP, Nagaland is going for R&U of
66 kV stations, they can think for inclusion of PLCC wherever
PLCC is not present.

DoP-Nagaland agreed to submit DPR to NERPC by 29th January
2021.

Members may please discuss.

B.3 Availability of Redundant Path for important nodes and Central Sector RTUs of
NER:

This agenda was differed due to delay in implementation of various FO projects in NER.
The FO projects in NER are near completion. Thus the availability of redundant path for
important nodes and Central sector RTUs can be explored.

Members may please discuss.

B.4 Allocation of ULDC Fiber for State Utilities Protection Scheme:

The existing fiber of ULDC scheme may be used by State utilities for implementation of
protection sheme.

Members may please discuss.
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B.5 Cyber Security aspects in SCADA/IT systems at Load Despatch Centres in
North-Eastern region:

In reference to the 18th and 19th NETeST meetings, MoM chaired by Hon’ble MoP dated
4th March 2021, Minutes of Meeting held on 1st April 2021 on WebEx and letters by
NERLDC, POSOCO (attached as Annexure-B.5), utilities are requested to take
immediate actions for maintaining proper cyber security in the IT and SCADA
infrastructure of SLDCs.

Members may please discuss.

B.6 GPRS connectivity for substations in SLDC:

NERLDC request all the SLDCs wusing GPRS or other cellular communication
technologies to submit the compliance report of GPRS technology as per the
Communication Standards before 20t NETeST meeting.

All SLDCs may please intimate the status.

B.7 Selected cases of sub-stations for rectification of corresponding
data/communication related issues:

Utility Station Latest Status/ Issues
NEEPCO Ranganadi_Qnd Target: 15th February, 2021.
channel
Doyang After changing/upgradation work of Current
Transformer (CT) of all feeders, the real-time SCADA
NEEPCO data is reporting wrong.
The same modification is required in transducer of
RTU.

NEEPCO may please intimate the status.

B.8 Issues faced by SLDCs with M/s GE T&D India Limited regarding the AMC
works of SCADA/EMS projects:

S1 SLDC Issues
No.

1. Low backup from Battery Bank of one UPS.
2. RICHO Afico SPC 730DN is not working.

1.Poor back up of both the battery banks of the 2X40KVA
UPS units, the cells replaced in one of the battery bank are
2. Meghalaya not original cells and these too in conjunction with other
cells are not satisfactory in performance.

1. Assam
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2. Unavailability of eDNA license for reporting tool in
operator Console-3

3. Robotic failure of Tape library of the system.

Since MSPCL is government own enterprise there are
sometimes delay in the payment of AMC amount. Due to
this delay GE sometimes stop the services i.e. the GE AMC
engineers stop coming to office. We faced lot of hardship in
day to day activities like report extraction, error rectification
3. Manipur and other issues like SCADA integration of new substations,
database updation etc.

For Manipur GE has stopped the service from Manipur from
26/10/2020 till date. Earlier in the last financial year they
stopped service from 20th Dec 2019 till April 2020.

1. RICOH Aficio SP C730dn is not functioning properly.

2. KVM adaptor faulty.

3. Site Engineers are not well versed with the applications
4. | Nagaland software of SCADA/EMS. Any issued faced is dealt by DJ
System Site Engineer from Manipur Mr. Ngamba and Mr.
Jackson and Mr. Tamal from Shillong, NERLDC.

4. Site Engineers keep changing often.

1. There is often hesitation/delay to attend RTU site oriented
maintenance work. Frequent request by site support for
arrangement of vehicle from TSECL which is not
possible /applicable each time causing further delay in many
cases.

2. GPS clock/ LDMS inverter is out of order at many RTU
stations which are not being attended since long.

3. There is non-reporting/ incorrect reporting of

Breaker/Isolator status at many sub-stations which are not
being corrected.

S. Tripura

Members may please discuss.

B.9 VSAT For Roing Tezu Namsai:

Voice and data integration for Roing and Tezu is completed using VSAT. Data integration
of Namsai Station is pending.

NERTS may please intimate the status.

B.10 Pending issues of State Utilities of NER:

The presentation on telemetry status for the month of March-2021 is attached as
Annexure-B.10.
The utility-wise discussion is tabulated below:
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SN

Stations Not

Latest Status/

Utility Reporting Issues
SAS upgradation | AEGCL informed that the project is hampered as
OEMs are not showing up at site for
1 Assam commissioning related activities.
It was decided that NERPC will request Assam-
SLDC to participate in the NETeST meetings.
Dhalabil, FO link completed. The RTU data is not reporting.
Ambassa PLCC link completed. The RTU data is not
reporting.
Sabroom, Island FO link. Needs PLCC to bring data to WB
Satchand location Udaipur.
13 station not|TSECL to submit action plan for remaining 13
2 | Tripura covered by | stations, as NERPSIP project will take a longer
NERFO duration to complete.
expansion project
TSECL submitted to the forum that they will
submit their proposed PLCC scheme and other
modalities of making remaining stations by 29th
January 2021 to NERPC with a copy to NERLDC
but the same was not updated.
Procurement of| Amendment made to proposal. The amended
DI card from | proposal is still with higher authorities, after
3 PSDF. approval of the same the proposal will be
Meghalaya submitted for PSDF again.
Meghalaya to submit the target dates.
Churachandpur, | After integration of 400kV Thoubal S/s, the
Kongba and | SCADA database of the mentioned stations are
Kakching not yet updated.
Elangkokpki, The mentioned stations are not yet integrated in
S | Manipur | Thoubal SCADA database.
400kV Thoubal Due to unavailability of UPS supply to SCADA
gateway at the site, the real-time data of 400kV
Thoubal is not reporting consistently and
interrupts in case of failure of main power supply.
Sanis Reporting over PLCC.
Melrui Proposal for RTU pending with higher
6 | Nagaland management. DoP, Nagaland to provide status of
the Meluri RTU through e-mail/letter by
January’21 to NERPC.
7 . Zuangtui FO link has been completed, however RTU data is
Mizoram

reporting partially.
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Saitual, Entire station not modelled at SLDC.
Khawzawl,
Champai,
Serchhip, Lunglei

Installation pending: Khupi, Tippi, Pasighat and
8 | Ar. VSAT installation | Deomali.

Pradesh Commissioning pending: Chimpu, Daporizo,
Along and Lekhi

Members may please discuss.

B.11 Feasibility to connect Lekhi substation over Fiber-Optic network:

In the 19th NETeST meeting, NERTS informed the forum that LoA for purchase of
equipment is already placed but supply is hampered due to import restrictions imposed
on China and as an interim arrangement, the spare equipment can be diverted to Lekhi
which are expected to be delivered in a few weeks. Once spares arrive at site then
necessary work will be carried out. The tentative target date for completion of works by
NERTS is March 21.

NERTS may please intimate the status.

B.12 Wrong status of Isolators and CB status at 132 kV SM Nagar S/s:

The status of numerous isolators and CBs at 132 kV SM Nagar S/s is wrong. This leads
to confusion in grid operation for operators. The station has experienced four numbers
of disturbances in last three months. Moreover, station is connected to an international
node.

NERLDC has requested TSECL to take necessary actions for rectification of the status of
isolators and CBs via email dated 16/02/2021, 23/03/2021 and 31/03/2021 (attached
as Annexure-B.12), yet there is no significant improvement.

TSECL may provide the action plan for rectification of the issue.

B.13 Feasibility to connect Sterlite owned OPGW with ULDC network:

Under NER Strengthening scheme, Sterlite has constructed following lines along with
OPGW:

1. 132 kV R C Nagar — PK Bari (TSECL) D/c: Will provide additional path between
Agaratala and PK Bari

2. 400 kV Silchar — Misa D/c: Will provide additional link between south NER and
North NER.

Feasibility to connect the above links with existing ULDC network may be explored.

Members may please discuss.

10
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B.14 Integration of Dikshi HEP real time data and pending Voice communication:

Non-compliance of undertakings, discussions and various requests made from NERPC
forum. NERPC is requested to intervene in the matter for early establishment of voice
and PLCC for Tenga and Dikshi.

Further, it was deliberated that M/s Devi Energies should take proper maintenance of
VSAT as irregularities in the link is being observed in last two (02) months. SIP phones
are also not installed yet at Dikshi and Tenga even after continuous request made
through NERPC forum.

As informed in the forum, NERPC will take up the matter with Devi Energies.

DoP, AP and M/s Devi Energies Pvt. may please intimate the status.

Any other item:

Date and Venue of next NETeST:

It is proposed to hold the 21st NETeST meeting of NERPC on second week of July 2021.
The date & exact venue will be intimated in due course.

*kkk
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POWER S5YSTEM OPERATION CORPORATION LIMITED
(A Government of India Enterprise)

IO AT @S W vy Fe s S, s, ferer- 793006, (Rarer)

Horth Eastern Regional Load Despatch Centre: Lower Nongrah, _apalang, Shillong - 783006, (Meghalaya)
Ph (384-2537470, 2537427, Fax - 2537453 Websile : wwwnerkdc orp, Emall - neddc@oosacn.in, CIN : U401 0501 2008G0M 86582

P L S0 o TV T 1 T S T Teotim/ Date: 12" March 2021

A AT,

Executive Engineer

SLDC Itanagar, Dop
132KV Chimpu Substation

Itanagar, Arunachal Pradesh = 791111
MDA

HealfRef.: a) Minutes of 19" NETesT hieeting vide ref. NEHP‘C;"SE [GIIJ"HETES-Tﬁ.‘ﬂ.IWJ,ﬂE-QEIEI
dated 10" February 2021

b) Letter from NERLDC ref, MERLDC/SL/SCADA/Arunachal/lan'21/616 dated 13 January
2021

[awzfSubject: gataz & & s sng Aoy HeF 3 i T e Hacl gt o e oo
Haftrr Ensuring adequate Cyber Security related aspects in State Load Despatch
Centres of North Eastern Reglon — reg.

EteSir,

This is In reference to the deliberations against Agenda ltem B.15 in the Minutes of Meeting of 19"

METeST held on 20™ January 2021 at Guwahati related to Cyber Security aspects In SCADANT systems at

Load Despatch Centres in Morth-Eastern region. As the 5L0Cs and NERLDC are performing the mBsion

eritical functions of grid operation activities in North-Eastern region to ensure the smooth and reliable

operation of the power system network, hence the SCADASEMS and IT systems deployed in the SLDCs are
prone to cyber-attacks from variows internal and external agencies incl, state-spansored attacks.

In & recent advisory from CERT-In which is strongly being monitored at Central Ministry of Power also is
related to a state-sponsored attack from China with a mabware “Shada woad”, Possihility of similar attacks
in future cannot be denied and all nacessary precsutions need 1o be taken far cvber security of systems in
Load Despatch Centres,

As the SCADA and IT systems of SLDCs and NERLDC are working in an inter-connected manner in Larms of
various data/file exchanges related to real-time SCADA data, Web-scheduling, information dissemination
through web-sites, intranet portals, etc; hence, it is advisable to ensure that at least following checks ard
measures are i place trom SLOCs side for cyber security purposes in the SCADAST System -

* Deployment of Firewalls with stringent policies  along  with  necessary  latest
firmware/08/signatures deployment

End-point security solutions for all devices
Vulnerability Assessment and Penetration Tests [VAPT) and its compliance on yearly basiz

Patch Management for all software and devices incl. Operating Systems
Replacement of End-of-suppeort products
55L certificates for all web-hosted applications
Whether the "Extended Security Update Subscription Support” from Microseft has been taken for
Windows Server 2008 R2 and Windows Server 2012 or not. Please refer the links below -

dift gaero

ST CErEio s 6 - 9, QY S o, SEai W, 9 R - 110016, T 0-203001 2 g /20008
Registered Ofice @ B-9, Quiab Institulionsl Area, Katwana Saral, Mew Dealki - 110016, Tal 265860121, Fax [011-26800030




https: ! fdocs, microsoft com/en-us/windows-server/get-startad/extended-security-updates
https.fdocs. microsoft.com/en-us/lifecycle/products/windows-server-2013

« Compilled list and measures to be taken for all the recommendations in VAPT which has net been
fixed by GE due to multiple issues such as Application Dependency, etc.

Stringent password policies for all systems.
Blocking of USB ports through Active Directory Server to stop access through pen-drive/cther

extarmal storage devices.
=  Analysis of Firewall and other logs on daily hasis to analyse unwanted intrusion activity or

suspected traffic, if any,
Being a matter of cyber security, it may be treated as most urgent.
215 ekl aneendt e aidm ot B wzn 3This is for information and necessary action at your

end.
HrET aeeere Thanking yau.

weEr Yours faithfully,
N
=21 dha 1A
9 rgftanSheikh Shadruddin
aaTErRE (Frren dittfdearm od Foad o sivGM (System Logisties) & CI150
2.9, 2 M908, WiHkElf NERLDC, POSOCO
Brerion) Shillong
afitfCopy ci-3et B3’ by e-maily
s ilbw gafifeery care, el soiitmrr S, statdt sy, s Chiel Engineer {Power], 'Western
Efectrical Zone, DoP Arunachal Pradesh, Agartala
o e whery, Ferr g g W A, e Member Secretary, MERPC, Shillong
o Fators, 3 gl St fege @k, Breom Director(0), NERPC, Shillong
= Bt (Fee atfarorn, ot ovd Beedty Director |Syestem Dperatlan], POSOCO, Mew Delhi
® el s 2 s 0 8 ), o el Executive Director, NLDC, New Delhi
= g wmmrere, nrdl o2 8 e 000, [eeier Chief General Manager (I/¢), NERLDC, Shillong
w  dppdier At armd wan, o, oA, &5 Rreell Corporate CE90, POSCCD, New Delhi

qis 2/ 2
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POWER SYSTEM OPERATION CORPORATION LIMITED

(A Government of India Enterprise)

I ET ST W W % SIS SN, SareriT, - 793006, (Hrarer)
Morth Eastern Regional Load Despatch Centre: Lower Nongrah, ~apalang, Shillong - 793006, (Meghalaya)
Ph: D384-2337470, 25374127, Fax - 2537486 Website | www.nerde.or, Emall - nede@iposoca.in, CIN | LA0105DL2008G01185682
T et N RO S S CAD R R T T 171052 R/ Date: 12™ March 2021

Zrm#Ta,
Chief General Manager

State Load Despatch Centre

Assam Electricity Grid Corporation Ltd.
ASEB Colony, Powerhouse
Kahilipara, Guwahati-781019

#Wl[Ref.: a] Minutes of 19 NETeST Mesting vide ref. NERPC/SE (D) NETeST/2020/4325-2362
dated 10" February 2021

b) Letter from NERLDC ref. NERLDC/SL/SCADA/Arunachal/lan’21/618 dated 13™ Jan uary
2021

g/ Subject: I;Lﬂmﬁﬂrmﬂnﬂmﬁﬂiuﬂﬁrm:qmmwm\ Hhrhiry
+iafeFy Ensuring adequate Cyber security related aspects in State Load Despatch
Centres of North Eastern Region - reg-

HElea/Sir,

This Is in reference to the deliberations against Agenda Nem B.15 in the Minutes of Meeting of 19
METeST held on 20™ January 2021 at Guwahaii related to Cyber Security aspects in SCADAAT systems at
Load Despatch Centres in North-Eastern region. Ag the SLDC: and NERLDC are performing the mission
tritical functions of grid operation activities in North-Eastern region to ensure the smooth and reliabie
operation of the power system network, hence the SCADASEMS and IT systems deployed In the SLOCs are
prorne to cyber-attacks from various Internal and external agendiies incl, state-sponsored attacks,

In & recent advisory from CERT-In which is strongly being monitored at Central Pinistry of Power also is
related to a state-sponsared attack from China with a mabware "Shadowpad”. Possibility of similar attacks

in future cannot be denled and all necessary pracautions need to be taken for cyber secu rity of systems in
Load Despatch Centres,

As the SCADA and IT systems of SLDCs and NERLDC are working in an inter-connected manner in terms of
various data/file exchanges related to real-time SCADA data, Web-scheduling, infarmation disseminaticn
through web-sites, intranet portals, etc.; hence, it ks advisable to ensure that at feast following checks and
measures are in place from SLDCs side for cyber security purposes in the SCADAMT System —
* Deployment of Firewalls with stringent  policies  along  with necessary  |atest
fitmware/05 /signatures deployment
*  End-point security solutions for all devices
*  Vulnerability Assessment and Penetration Tests (VAPT] and its compliance on yearly basis
*  Patch Management for all software and devices incl, Operating Systems
*  Replacement of End-of-support products
*  S5Lcertificates for all web-hosted applications
*  Whether the "Extended security Update Subscription Support” from Microsoft has been taken for
Windows Server 2008 R2 and Windows Server 2012 ar not, Mlease refer the links below -

L7 W e =3 e S
oA e o1 - 0, F7T SRzag ofta, w9 R - 110018, S 011- 285801 9B 560038

Registered Offics © B-9, Quiak Instiutienel Srea, Katwaria Saral, Maw Dealhl - 110016, Tel :28580121, Fex 1011-28660038




htt g fdocs microsoft. com/en-usfwindows-server/get-started/extended-securty-updates
https://docs. microsoft.com/en-us/lifecycle/products fwindows-ienier- 2013

« Compiled list and measures to be taken for all the recommendations in VAPT which has not been
fined by GE due to multiple issues such as Application Dependency, etc.
stringent password policies for all systems.
Blocking of USB ports through Active Directory Server to stop access through pen-drive/other
external storage devices.

+ Analysis of Firewall and other logs on daily basis to analyse unwanted Intrusion activity or
suspected traffic, if any.

Being a matter of cyber security, it may be treated as most urgent.

7 amht srErt e aflea el 3 oA This is for information and necessary action at your
end.
ST EENG Thanking you.

arEcel’ Yours farthiully,

~
M 31:{&4%' :h
bl a‘gﬂ‘mﬁh&ikh Shadruddin
FnTIieRn (s it v dfiand oa v GM (System Logistics) & CISO
T At .3, aiiRrt/ NERLDC, POSOCO
Brerion/ Shillong
nfen'Copy (d-atet zran by e-maily
o ey o, o4 it ot vy, spmert Managing Director, AEGCL, Guwahati
»  HoER A, 3 gl st o AR, e Member Secretary, NERPL, Shillong
o For2ors, sz il disila R afadh, Breisy Dicector0}, NERPC, Shillong
w  Brdors (threm abidyer, A, o Bl Director (Svstem Operation], POSOCC, Mew Delhi
o aprfuror e (s i), = Bl Executive Director, NLDC, New Delhl
o« e MEiE, SRk (3 8 e A ), et Chief General Manager (I/c), NERLDC, Shillong
o oy ol ad o, fann, dbke, o el Corporate CIS0, POSOCO, New Delhi
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POWER SYSTEM OPERATION CORPORATION LIMITED
(A Government of India Enterprise)

TET YET S W UguT S @i S, wmarar, frerhr- 793006, (Fremer)

North Eastern Reglonal Load Despaich Centre: Lower Nongrah, _apalang, Shillong - T83006, (Meghalaya)
Ph. D364-2537470, 2537437, Fax - 2537466 Websile : wwwnerldc.org, Emall - nerldef@iposoca.in, CIN - LL0MGEDL2008G011 23682

Tl Ref MR S SR Mar T 0SS FeatesfDate; 12™ March 2021
Fm i Ta,
General Manager
State Load Despatch Centre
Yurembam Power House
imphal West- 795004
Manipur, IND1LA,

HolfRef.: a) Minutes of 19" NETesT Meeting vide ref. NERPC/SE (O} NETeST/2020/4325-4362
dated 10" Febryary 2021

b} Letter from NERLDC ref, MERLDC/SL/SCADA/Arunachal/lan'21/617 dated 13" January
2021

Fevwar/Subject; eifers gist @ w5y sz ooy St 3 uIlE P as Feel el @ gfafe o
ziniftiy Ensuring adequate Cyber Security related aspects in State Load Despatch
Centres of North Eastern Region - reg.

FrateSir,

This is in reference to the deliberations against Agenda ltem B.15 in the Minutes of Meeting of 19
METeST held on 20™ January 2021 at Guwahati refated to Cyber Security aspeets in SCADAST systems at
Load Despateh Centres in North-Eastern region. As the SLDCe and NERLDC are performing the mission
eritical functions of grid operation activities in North-Eastern region to ensure the smeath and riliable
eperation of the power system network, hence the SCADASEMS and IT systems deployed in the SLOCs are
prone to cyber-attacks from various intermal and external agencies Incl. state-sponsored attacks.

In a recent advicory from CERT-In which is strongly being monitored at Central Ministry of Power also ks
relsted to a state-sponsored attack from China with & malware "Shadowpad”, Possibility of simlilar attacks
in future cannot be denied and all RECESSAry precautions need to be taken for cyber security of systems in
Load Decpatch Centres,

As the SCADA and IT systems of SLDCE and NEALDC are working in an inter-connected rmanner in terms of
various dataffile exchanges related to real-time SCADA data, Web-scheduling, information diszemination
through web-sites, intranet portals, ete.; hence, it is advisable to ensure that at least following chacks and
Measures are in place from 5L0Cs side for cyber SECUrity purposes in the SCADA/IT System -
* Deployment of Firewalls with stringent  policies along with necessary latest
firmware/O5/signatures deployment
*  End-point security solutions for all devices
*  Vulnerability Assessment and Penetration Tests (VAPT) and its compliance on yearly basis
* Patch Management for all software and devices incl. Operating Systems
*  Replacement of End-of-suppart products
*  Sileertificates for all web-hosted applications
*  Whether the "Extended security Update Subscription Support” from Microsoft has been taken for
Windows Server 2008 R2 and Windows Server 2012 or not. Please refer the links below -

T A A - 0, G ShEsqsEE qitar, srath o, o5 Eeer - 110018, Trom: on 2050052 ey FI00030
Ragistarad Ofiica H—L‘-.N'L‘.Iulau Imstitutionad Area, Katwaris Sarai, Maw Delhi - 1100018, Tel (28880121, Fax 01128550048




https://docs. microsoft. comyen-ys//windows-server fget-started/extended-security-u pdates
httpsfdocs. microsoft.comden-us/lifecycle/preducts/windgws-gerver-2012

= Compiled list and measures to be taken for all the recommendations in VAPT which has not been
fixed by GE due to multiple issues such as Application Dependency, etc.

»  Stringent password policies for all systems.

»  Blocking of USE ports through Active Directory Server to stop access through pen-drive/other
external storage devices,

» Analysis of Firewall and other logs on daily basis to analyse unwanted intrusion activity or
suspected traffic, if any.

Baing a matter of cyber security, it may be treated as most urgent.

e amaedt omermrdt wa afien orfoE & oo #This is for information and necessary action at your
end,
T s Thanking youl,

el Yours faithfully,

b |
21 L4 0y
gl yiggtarSheikh Shadruddin
TR (B viififdonn o il anf gaain GM (System Logistics] & CISO
.t o, dyairest/ NERLDC, POSOCO
forerian/ Shillong
oftiCapy i3z by e-maily
s ey e, vep e dl afoer, S0, MEPCL, Imphal
o oy A, 3 el dsite @ Al e Member Secretary, NERPC, Shillong
o Growr, vz o sl Repn sy, Begey/Director{0), NERPC, Shillong
v o (Brren b, Gt o Bl Director [System Operation), POSOCO, Mew Dathi
o TS e LM s ), o Beedl Executive Directar, NLDC, New Delhi
= O AR, wa 3y A 2 8, Bede Chief General Manager [I/¢), NERLDC, Shillong
o Mpiter 21, awd we i v, dvake, @ Bl Corporate CISD, POSOCD, New Delhi
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POWER SYSTEM OPERATION CORPORATION LIMITED
(A Government of India Enterprise)

T AT SET 9T UWoT S ¢ Sie S, S, fer-793006, (HETEE)
North Eastern Regivnal Load Despatch Centre: Lower Nongrah, _apalang, Shillong - 793006, (Meghalaya)
Ph . [384-2537470, 2539747, Fax - 2537486 Website : wwwneridc.ong, Emall - neddefiposoco.in, CIN - U401050L2009G011 86652

—— el Ref N ER D St e AT e T S T T IO Teotien/Date: 127 March 2021

Hm dlTo,

Superintending Engineer

State Load Despatch Centre

Meghalaya Power Transmission Corp. Ltd.
Umjarain Mawkynroh, NEHU Campus
Shillong-793022, Meaghalaya

HieMlfRel.: a) Minutes of 19" NETesT Meeting vide ref. NERPC/SE (O)/NETeST/2020/4325-4362
dated 10" February 2021

bl Letter from NERLDC ref. NERLDC/SL/SCADA/Arunachal/lan'21/615 dated 13* January
2021

R/ Subject: gﬁmﬂwhm-mmmﬁiwﬁmwmm CEELHT o iRy
ltin Ensuring adequate Cyber Security related aspects in State Load Despatch
Centres of North Eastern Region - reg.

sl Sir,

This is in reference to the deliberations against Agenda Item B.15 in the Minutes of Meeting of 19
NETeST held on 207 January 2021 at Guwahati related to Cyber Security aspects in SCADA/T wetems at
Load Despatch Centres in Morth-Eastern region. As the SLOCs and NERLDC are performing the mission
critical functions of grid operation activities in North-Eastern region to ensure the smooth and reliable
oparation of the power system network, hence the SLADASEMS and IT systems deploved in the SLDCs are
prone to cyber-attacks from various internal and external agencies incl. state-sponsored attacks.

Im & recent advisory from CERT-In which is strongly being monitored at Central Ministry of Power alsp ic
related to a state-sponsored attack from China with a malware “Shodowpod”, Possibility of similar attacks

in future cannot be denied and all festessary precautions need to be taken for oybar security of syskems in
Load Despatch Centres.

As the SCADA and IT systems of 51 0Cs and NER LOC are working in an inter-connected manner in terms of
vanous data/file exchanges related to resl-time SCADA data, Web-scheduling, information dissemination
through web-sites, intranet portals, ete.; hence, It is advisable to ensurg that at least following checks and
measures are in place from SLDCs side for cyber security purpeses in the SCADA/IT System =
* Deployment of Firewalls with stringent policies  along  with  necessary  latest
firmware/05/signatures deployment
* End-point security solutions for all devices
*  Vulnerability Assessment and Penetration Tests {(VAPT] and its compliance on vearly basis
= Patch Management for all software and devices Inel, Operating Systems
* Replacement of End-of-support products
* S5l certificates for all web-hosted applications
*  Whether the "Extended Security Update Subscription Support” from Micrasoft has been taken for
Windows Server 2008 R2 and Windows Server 2012 or not. Please refer the links below -

i oabore
i e o - o, apre Sz gt s w7 R - 110016, T 112656012 gy - 2F 560080

Regiaipred OfMce | B-9 Quiab natiiulional Araa. Katwarna Sarad, Mew Dalhi - 110016, Tal 2205080121, Fax 011-20560038




hitps://docs.microseft. com/fen-us/windows-server/get-started/exdendad-security-updates
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» Compiled Hst and measures to be taken for all the recommendations in VAPT which has not been
fixed by GE due vo multiple issues such a Application Dependency, etc,

*  Stringent password policies for all systems.

» Blocking of USE ports through Active Directory Server to stop access through pen-drive/other
external storage devices,

» Analysis of Firewall and other logs on daily basis to analyse unwanbed intrusion actvity or
suspected traffic, if any.

Being a matter of cyber security, it may be treated as most urgent.

o5 aneht aporentd) ga ailfie cordadt #c weegr 3 This is for information and necessary action at your
end.
12T ETTR Thanking you,

st Yours Faithfully,
o bty
gtz sigflonShelkh Shadruddin
mmrcrersren (Firrea eiifafern oo Wt om G M (System Logstics) & G150
T s d, utet/ NERLDC, POSOCO
Igran=) Shillong
it Copy (£-3t6 Zran by a-maili:
o e e e B, e d dbd e OMD, MePTCL, Shillong
o e i e gt S e atdfd S Member Secretary, NERPC, Shiflong
s T, are guif ddler g mtaty, femey/ Director(0), NERPC, Shillong
o et (B e, dietest & Beeft! Director (System Operation], POSOC0, Mew Dolki
o oD 1SS (21, a1 el Executive Director, NLDC, New Delhi
o FpEer A, wardt 3 g e i i), Bretsy Chief General Manager (1), NERLDC, Shillong
ot oft amb o . v, dies). @i [eell Corporate CISO, POSOCO, Mew Delhi
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(A Government of India Enterprise)
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] 3 5 Reaties/Date: 12" March 2021

&l d T,

5r. Executive Engineer

state Load Despatch Centre Division

PEE Office Complex, North Block (Ml Floor)
Electric Veng, Aizawl- 795001

Mizoram, INDIA

FiealfRef.: a) Minutes of 10 NETeST Meeting vide ref. NERPC/SE (O NETeST/2020/4325-4362
dated 10™ February 2021

b} Letter from NERLDC ref. NE HLHE.,;’SUEEADA}Muna:har.-’Ian‘EIJﬁH dated 13% lanuary
2021

e/ Subjoct: @mhbmmmm#mmg}mﬂﬁm uzEtal ot Jfe oo
HART Ensuring adequate Cyber Security related aspacts in State Lead Dospatch
Centres of North Eastern Region - reg.

mstaa,Sir,

This is in reference to the deliberations dgainst Agenda Item 8.15 in the Minutes of Meeting of 19t
NETeST held on 20" January 2021 at Guwahati related to Cyber Security aspects in SCADAAT zystems at
Load Despatch Centres in North-Eastern reghon. As the SLDCs and NERLDC are performing the mission
critical functions of grid operation activities in North-Eastern region to ensure the smaosth and reliable
aperation of the power system retwork, hence the SCADS/EMS and IT tystems deployed in the SLDCs are
prone to cyber-attacks from various internal and external agencies incl. state-sponsored artacks,

In a recent advisary from CERT-In which is strongly being monitored at Central Ministry of Power algo ic
relsted to & state-sponsored attack from China with a malware “Shodowpod®, Possibility of similar attacks

in future canngt be denied and ali necessary precautions need to be taken for cybr secundy of systems in
Losd Despabch Centres.,

As the SCADA and IT systems of S5LDCs and NERLDC are wiorking in an inter-connected manner in terms af
various data/file exchanges related to real-time 5CADA data, Web-scheduling, mformation dissemination
through web-sites, Intranet portals, etc.; hence, it 5 advisable to ensure that at teast Following checks and
Mmeasures are in place from SLDCs side for cyber security purpases in the SCADAAT System -

* Deployment of Firewalls with stringent  policles  along  with necessary  latest
firmware/05/signatures deployment

End-point security solutions for all devices

Vulnerability Assessment and Penetration Tests (VAPT) and its compliance on yearly basls

Patch Management for all software and devicas incl. Operating Systems

Replacement of End-of-support products

S5L certificates for all web-hosted applications

Whether the "Extended Security Update Subscription Support” from Microsoft has been taken for
Windows Server 2008 R2 and Windows Server 2017 or not. Please refer the links below -

e st s A - o, vt dftwege oftar, gt T, < - 110018, T 012656012 5 650050
Fegstered Ofice | B-8, Gubab Institutionsl Area, Ketwarka Saral, Mew Deini - 110016, Tel 26560121, Fax 11 -26550




httpsfdocs.micregoft.com/en-us/Hecycle/products/windows server- 2012

# Compiled st and measures to be taken for all the recommendations in VAPT which has not been
fined by GE due to multiple issues such as Application Dependency, atc.

»  Stringent password polides for all systems.

+  Blocking of USB ports through Active Directory Server to stop access through pen-drive,
Analysis of Firewall and other logs on daily basis to analyse unwanted intrusion activity or
suspected traffic, if any.

Being a matter of cyber security, it may be treated as most urgent.

oI5 At ot wn afder okt e o & This is for information and necessary action at your
end.
HET (eFey Thanking you.

sErdle Yours Faithfully,
NE PNy
st sigdtenShelich Shadruddin
A (G oo v d@tomd ra v GM (System Logistics) & €150
2w L3, diEEs) NERLDC, POSOCO
toweriay Shillang
offuCopy (f.38 7T by e-maili:
o sl e el offos vt B, b Engineer-in-chied, PRED Mizoram, Azawl
o e e Fre ekt drdien e AL Eenae Member Secretary, NERPC, Shiflong
o Fgtyrs, e gt sty oy wfavty, Seerny Director(0), NERPC, Shillong
o (et [ Brae sricder, diaiesy, & Beeft! Director (System Operation], POS0C00, New Delhi
o oy R 2uan i), md Bl Executive Director, NLDC, New Delhi
o e AT, e (T A an 0, e Chief General Manager (I/c), NERLDC, Shillong
o gty off and warant, 8, daeet, o Beel Corporate CI50, POSDCD, New Delhl
o pirdEERar anfireren, v LAl Al e e Superintending Engineer, SLDC Circle, Alzawl
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TAT YT A W WGUT R ;. T TR, enaranT, - 793006, (Srevera)
North Eastern Reglenal Load Despatch Centre: Lower Nongrah, Lapalang, Shillong - 793006, (Meghalaya)
Ph: 03642537470, 2537427, Fax - 2537480 Website - wweneride.ory, Emall - nedde@posoco.in, CIN : U401CSDL2009G0N BRSE2

wesl/Ref: NERLDC/SL/SCADA/ Tripura/Mar21/1058 o/ Date. 12™ parch 2021
Fm A Te,

Dy. General Manager [System Operation)

State Load Despatch Centre

TSECL, 79-Tilla, Agartala
Tripura [West) — 799006, INDIA

aHeul/Ref.: a) Minutes of 19" NETeST Mesting vide ref. MERPC/SE [D)/METeST/2020/4325-9362
dated 10°" February 2021

b} Letter from NERLDC ref. NERLDC/SL/SCADA/Arunachal/lan'21/611 dated 13 lanuary
2021

ferer/Subject: @mhhmmhﬁﬁmhmawﬂmﬂuﬁ;ﬂﬂwm
HEftEy Ensuring adequate Cyber Security related aspects in State Load Despatch
Centres of North Eastern Reglon - reg.

ATy Sir,

Thiz iz in reference to the deliberations against Agenda Iem B.15 in the Minutes of heating of 19%
NETeST held en 20™ January 2021 at Guwahati related 1o Cyber Seourity aspects in SCADAST systems at
load Despatch Centres in North-Eastern region. As the SLDCs and MERLDC are perfarming the mission
critical functions of grid operation activities in North-Eastern region to ensure the smooth and reliabie
aperation of the power system network, hence the SCADASEMS and IT systems depleyed in the SLDC: are
prone (o cyber-attacks from various intemal and extemal agsncies Incl, state-sponsored attacks.

Inn a recent advisory from CERT-In which is strongly being monitored ar Central Mnistry of Power also is
related to a state-sponsored attack from China with a malware “Shogowpad”. Possibility of similar attacks
in future cannot be denled and all necessary pracautions need to be taken for cyber security of systems in
Load Dwespatch Centres,

As the SCADA and IT systems of SLDCs and NEALDC are working in an inter-connected manner in terms of
warious data/file exchanges related to real-time SCADA data, Web-scheduling, information dissemination
through web-sites, intranet portals, etc.; hence, it is advisable to ensure that at least following checks and
measures are in place from SLOCs side for cyber security purposes in the SCADAST System -

* Deployment of Firewalls with stringenmt polides along  with necassary  latest
firmware/05/signatures deployment

End-point security solutions for all devices
Vulnerability Assessment and Penetration Tests (VAPT] and its campliance on yearly basis

Patch Management for all software and devices incl. Operating Systems

Replacement of End-of-support products

55L certificates for all web-hosted applications

Whether the "Extended Security Update Subscription Support” from Microsoft has been taken for
Windows Server 2008 A2 and Windows Server 2012 or not. Please refer the links below -

o st 4 - 6, A SezgEE O, FEam W, 98 B - 110018, v O11-2A50012 ki - 2R3 60030
Rogistersd Office © -8, Guiab Instdutionsl Ares, Katwana Sarai, Maw Delhi - 110016, Tal 26560121, Fax ;011-26560020




bumiwmmmmﬁﬂm&ﬂﬂﬂmndmﬁmmﬂjﬂﬂﬂﬂenﬁndeﬂﬂ:umw pdates
windows-sener-2013

- L‘urnplled list an:l Measuras tn Ela lll'IE-I'I I‘nr all Ii'lu- recommendations [n VAPT which has not been
fixed by GE due to multiple issues such as Application Dependency, etc.

# Stringent password policles for all systems.

# Blocking of USE ports through Active Directory Server 1o stop access through pen-drivef/other
external storage devices.

= Analysis of Firewall and other logs on dafly basis to analyse unwanted intrusion activity or
suspected traffic, if any.

Being a matter of cyber security, it may be treated as most urgent

a5 s sereE o e wElaE &7 0% & This is for information and necessary actlen at your

end,
HET iy Thanking you.

st Yours falthfully,

L1 bea§ U
o gigglarsheikh Shadruddin
EETrE R (reen et oo o mr s GM (System Logistics| & CIS0

.7 8L a5t s, vieiReY NERLDE, POSOCO
térerra/ Shillong
affr/Copy -z by e-mail):
oy Errs, o g A o, e Managing Director, TSECL, Agartala
o Hc i v geil dien e afEi Brner Member Secretary, NERPC, Shillong
o Brdoes, 1z gl dsfa fipgpr afidy, Beemay Director(0), MERPC, Shillong
& o (fhyen aimocsn, o, wf Beell! Director (System Operatian), POSOCO, Mew Delhi
« prdurene s e i), o iteefl Executive Director, NLDC, Mew Delhi
*  FE AEEREOED, WIS (3805101, Bens) Chiet General Manager (I/¢], NERLDC, Shillong
o ipter Hbar ook, fomr, Qe & Beedl Corporate CIS0, POSOCD, New Delhi
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POWER SYSTEM OPERATION CORPORATION LIMITED
(A Government of India Enterprize)

TET UET S AW AWeT FE 0 e AR, srareriT, T 793006, (Srarerr)
North Eastern Regional Load Despatch Centre: Lower Nongrah, _apalang, Shillong - 783006, (Meghalaya)
Ph: (364-25374T0, 2537427, Fan - 2537455 Websile - wwwinerkds org, Email - nerds@oosoco.in, CIN : U401 05DL200SG0I BESE?

'_MMWMW? R /Date: 12™ March 2021
Fn H To,
Executive Englneer
State Load Despatch Centre
Full Nagarjan, Dimapur
Nagaland - 797112
INDIA

mesl/Ref.: a) Minutes of 19" NETeST Meeting wvide ref. NERPC/SE {O)/NETEST/2020/4325-4362
dated 10™ February 2021

b] Letter from NERLDC ref. NERLDC/5L/SCADAMArunachal/lan'21/612 dated 13 January
2021

freer/Subject: wﬂqmmmmwimmwmwmﬂmm
saltiry Ensuring adequate Cyber Security related aspects in State Load Despatch
Centres of North Eastern Region - reg.

e i,

This it in reference to the deliberations against Agenda item B.15 in the Minutes of Meating of 15
NETeST held on 20°* January 2021 ot Guwahati related to Cyber Security aspects in SCADASIT systems at
Load Despatch Centres in Morth-Eastern region, As the SL0Cs and MERLDC are performing the mission
eritical functions of grid operation activities in North-Eastern region to ensure the smooth and reliable
aperation of the power system network, hence the SCADA/EMS and IT systems deployed in the 5LDCS are
prone 1o cyber-attacks from various internal and external agencies incl. state-sponsored attacks.

In & recent advisory from CERT-In which is strongly being monitored at Central Ministry of Power also is
related Lo a state-spoensored attack from China with a malware “Shodowpad”. Possibility of similar attacks
in future cannct be denied and all necessary precautions need ta be taken for cyber security of systems in
Load Despatch Centres.

Ag the SCADA and IT systems of SLDCs and NERLDE are working in an inter-connected manner in terms of
various data/ffile exchanges related to real-time SCADA data, Web-scheduling, information dissemination
through web-sites, intranet portals, etc.; hence, it is advisable to ensure that at least following checks and
mezsures are in place from SLDCs side for cyber Security purposes in the SCADANT Bystem —

*  Deployment of Firewalls  with stringent  polices along  with necessary  latest

firmware,/05/signatures deployment

*  End-paint security solutions for all devices
Vulnerability Assessment and Penetration Tests [VAPT) and its compliance an yearly basis
Fatch Management for all software and devices incl. Operating Systems
Replacement of End-of-support products

S5L certificates for all web-hosted applications
Whether the "Extended Security Update Subscription Support” from Microsoft has been taken for
Windows Server 2008 A2 and Windows Server 2012 or not. Please refer the links below -

Wi Fi: - 9, FAF e O, wiv W, Bl - 110016, PHR: 01265801y gse00a0
|=!-|:gr|-5bur:||:| Office : B-8, Qutsab Ir\u_l.ituilnns.ﬂre.u. Fatwara Sarai, Mew Dedhi - 110016, Ted (26560131, Fax 011-26850035




bitps:/fdoce. microsoft. com/en-usfwindows-server/gel-stadted et ended-security-updates
https: il ft.com/en-us/lifecyc i r-201

» Compiled list and measures to be taken for all the recommendations in VAPT which has not been
fixed by GE due to multiple issues such a3 Application Dependency, etc,
Stringent password pelides for all systems.

» Blecking of USB ports through Active Directory Server to stop access through pen-drive/other
external storage devices,

»  Analysis of Firewsll and other logs on daily basis to analyse unwanted intrusion activity or
suspected traffic, if any.

Being a matter of cyber security, 1t may be treated as most urgent.

e Rl sonreerdt wd afder odardt A weepr AThis bs for information and necessary action at your
end.
HIZT sy Thanking you.
st Yours Raithfully,
= —
L et A
gt ergitaSheikh Shadruddin
HErEirnn (Frrew cifEfooe oo o o, aivGm [(System Logistics) & CIS0
T80, itaiait) NERLDC, POSOCO
e/ Shillong
AR Copy (-3 T by e-maily
o  gaiierrs son i, 2hEl di-mends, eilisy Engineer-In-chief, DoP Nagaland, Kohima
s meerer st ey el st Sy Ak, Hevar Member Sacretary, NERPL, Shillong
»  farduen, soa gl dfler Rep wfdfy, By Director(0), NERPC, Shilleng
+ B (Fares aiidEn, gt wE Bt Director {System Operation), POS0OCO, Mew Delhi
» R e s T, @ el Executive Director, NLDE, Mew Delhi
®  J[EC ANTIEL, i (]_%ﬂ.m.ﬁﬁ?.y, fireimy Chief Genaral Manager (I/c], NERLDC, Shillang
o dagllen =g naL . # oo, disieet, o Reett Corporabe CI50, FOSACO, Mew ek
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Sakal Deep (AP d EﬂTI)

From: Sakal Deep Wfﬁm

Sent: 31 March 2021 09:26

To: 'smpsen@rediffmail.com’; 'partha.acharjya@gmail.com’; 'SLDC TRIPURA'

Cc: ‘directottech’; 'sod.tsecl@gmail.com’; N Roy (Q:TTTQ); Akhil Singhal (&F@ﬁ ﬁn—tra)
Paominal Doungel; Royal Sutnga

Subject: RE: Wrong status of all isolators at 132 kV SM Nagar (TSECL)

Importance: High

Respected Ma’am/Sir,

Gentle reminder to rectify the issue at the earliest.
Kindly revert.

Regards,

Sakal Deep (P d ?ﬁq)

System Logistics

North Eastern Regional Load Despatch Centre, Shillong

Power System Operation Corporation Ltd./UldX RReH TRYF FRWIE fa.

(A Government of India Enterprise)

From: Sakal Deep (Tehel GIT)

Sent: 23 March 2021 15:19
To: 'smpsen@rediffmail.com' <smpsen@rediffmail.com>; 'partha.acharjya@gmail.com’
<partha.acharjya@gmail.com>; 'SLDC TRIPURA' <tsecl_sldc@rediffmail.com>

Cc: directottech <directot.tech@gmail.com>; 'sod.tsecl@gmail.com' <sod.tsecl@gmail.com>; N Roy (TsT T\IJ?T)

<nroy@posoco.in>; Akhil Singhal (37T&e ﬁl’ﬂ?vl') <akhilsinghal@posoco.in>; Paominal Doungel
<paominlal@posoco.in>; Royal Sutnga <royalsutnga@posoco.in>
Subject: RE: Wrong status of all isolators at 132 kV SM Nagar (TSECL)

Respected Ma’am/Sir,

The CB isolator status of numerous bays at the 132 kV SM Nagar (TSECL) station are reporting wrong status. Please
refer the trailing mail, it is difficult to observe station connectivity during grid operation.
Moreover, station is connected to international lines.

Please consider this mail as reminder mail to rectify the issue at the earliest.

Regards,

Sakal Deep (Heh T Eﬂ'q)

System Logistics

North Eastern Regional Load Despatch Centre, Shillong

Power System Operation Corporation Ltd./UldX RReH TRYF FRWIE fa.

(A Government of India Enterprise)

From: Sakal Deep (Tehel GIT)

Sent: 16 February 2021 09:42
To: 'smpsen@rediffmail.com' <smpsen@rediffmail.com>; 'partha.acharjya@gmail.com’
<partha.acharjya@gmail.com>; 'SLDC TRIPURA' <tsecl sldc@rediffmail.com>

Cc: sod.tsecl@gmail.com; Akhil Singhal (31T&er ﬁl’ﬂﬁ) <akhilsinghal@posoco.in>; Paominal Doungel
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<paominlal@posoco.in>; Royal Sutnga <royalsutnga@posoco.in>
Subject: Wrong status of all isolators at 132 kV SM Nagar (TSECL)
Importance: High

Respected Ma’am/Sir,

In a near miss incident on 14" February 2021, LBB was operated at SM Nagar station. However, it was experience in
real time as well as post-dispatch that isolators at 132 kV SM Nagar are reporting wrong status.

This has led to incorrect information to operators while handling the situation. Further, study on the incident was
also hampered.

132 kV SM Nagar is connected to Bangladesh directly any impact on the station causes load loss in Bangladesh.
Considering the importance of the station it is requested to take necessary actions for correction of status of
isolators at 132 kV SM Nagar.

Matter is urgent and serious in nature.

A snapshot is attached from the incident of 14" February 2021 for your reference.

Regards,

Sakal Deep (Hhdl Eﬁt[)

System Logistics

North Eastern Regional Load Despatch Centre, Shillong

Power System Operation Corporation Ltd./UTd} e TR FRWIE fa.

(A Government of India Enterprise)



